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Why do we need to secure telemedicine 
technologies and communications?
• Protect patients, business, and business partners
• Good business practice to maintain confidentiality of patient information

• Patients and business partners may lose trust in a healthcare provider if their 
information is compromised 

• Laws such as Health Insurance Privacy and Accountability Act (HIPAA) 
require implementation of security measures to protect protected health 
information (PHI)

• To guard against breaches of and unauthorized disclosures of PHI
• Securing telehealth is not just about privacy and maintaining 

confidentiality.
• Also important:

• Availability of data and technology to conduct telehealth operations
• Integrity of data used to make patient care decisions via telehealth
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Example Types of Telemedicine and Telehealth 
Communications (selected)
• Video conferencing

• Face to face
• provider to patient, provider to provider, multiple provider to patient, provider to multiple patients

• Real-time medical imaging applications

• Audio only phone calls
• Remote auscultation using electronic stethoscopes

• Remote provider playback of recordings or listening via live streaming

• Tele-eICU
• Vital signs alerts and trends, remote intensivist directing local care team

• Diagnostic review of medical/health data
• Patient history, medical imaging, lab values and other test results, prescriptions etc.

• Secure messaging
• Provider to provider, provider to patient

• Remote patient monitoring (RPM)
• Clinical provider monitors patient metrics such as activity, weight, blood pressure, electrocardiogram, and more

• AI and robotic assisted examination and diagnosis
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What specific security measures are needed 
for telemedicine?
• The techniques used to secure telemedicine services are not, in general, 

unique to telemedicine
• HIPAA, for example, does not specify specific information security 

technologies
• Technology is always advancing
• Hackers are always looking for vulnerabilities
• Organizations must implement reasonable and appropriate administrative, technical 

and physical controls to safeguard PHI
• Cybersecurity is all about controlling access to prevent unauthorized access 

to computers, mobile devices, networks and data while allowing 
authorized access for those that need it.

• When allowing business associates to work with your organization’s 
patients’ healthcare information, Verify Their Security Practices
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https://www.youtube.com/watch?v=vRG4_kDTxTU
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https://healthitsecurity.com/news/the-telehealth-security-impact-now-and-beyond-the-covid-19-pandemic
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https://healthitsecurity.com/news/report-covid-10-telehealth-
risks-and-best-practice-privacy-security
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https://healthitsecurity.com/features/managing-telehealth-
remote-patient-monitoring-security-concerns

TELEHEALTH SECURITY CONCERNS
“If you're in a hospital, all the technology that is used to monitor you and take care of you is all within the confines of the 
hospital's firewall. It's a tightly controlled technology IT environment, and all the equipment inside can be very tightly 
secured,” Shah explained.

“The minute you take some part of that technology and send it home with the patient, suddenly you have to open up 
holes in your defense system so that the technology from the home can send data to the central systems where the 
clinicians can actually provide the care.”

Because data is being transmitted back and forth, and network security often cannot be guaranteed, cybercriminals may 
be able to attack healthcare organizations via the home or hospital environment. The increasing number of access points 
expands the surface and scope for cyberattacks and provides an unsuspecting entry point for hackers.

January 27, 2022 
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https://healthitsecurity.com/features/managing-telehealth-
remote-patient-monitoring-security-concerns

MITIGATING RISK AND MANAGING CONCERNS
“Healthcare organizations should always make sure that the tools they use to communicate are as protected as they can be, even when on an un-
trusted device,” Wollnik suggested.

Maintaining endpoint security and BYOD policies across the organization’s network is crucial to overall cybersecurity and telehealth 
security. Identity management and zero trust tactics can also contribute to a comprehensive cybersecurity program.

In addition to implementing key technical safeguards, Wollnik recommended that healthcare organizations evaluate telehealth vendors 
carefully and have frequent discussions about data privacy and security.

“When evaluating a vendor, one of the primary questions becomes data handling,” Wollnik continued.
Healthcare organizations should ensure that they know how third-party vendors are interacting with and storing their data. Those conversations 
will naturally come up as organizations go through the process of creating and signing a business associate agreement, (BAA) which 
requires business associates handling protected health information (PHI) to adhere to HIPAA regulations. 
“Vendors need to recognize that yes, the customer is the healthcare provider, but it is patients whose data they're actually holding,” Wollnik
emphasized.
“And they are the ultimate beneficiaries and potential victims if anything goes sideways.”
Regular patching by vendors, technical safeguard implementation by healthcare organizations, and proper cyber hygiene by providers can ensure 
that telehealth and RPM technologies are secure.

January 27, 2022 
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https://krebsonsecurity.com/2022/12/new-ransom-payment-
schemes-target-executives-telemedicine/
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https://www.technologyreview.com/2021/09/23/1036140/202
1-record-zero-day-hacks-reasons/
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https://www.hhs.gov/sites/default/files/model-business-associate-agreement.pdf
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https://www.hhs.gov/hipaa/for-professionals/security/guidance/index.html
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“…

…

…

…

…”

https://www.hhs.gov/hipaa/for-
professionals/security/guidance
/cybersecurity-newsletter-first-
quarter-2022/index.html
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https://405d.hhs.gov/public/navigation/home

Video Transcript: 
“Imagine this:
You're sitting around the table eating dinner with your 
friends and family, when all of a sudden you see a family 
friend grasp their chest.
Out of instinct, you immediately call 911 and the 
paramedics arrive, revealing that your friend’s artificial 
heart valve is malfunctioning.
On the way to the hospital, the paramedics are diverted 
to a hospital thirty-five minutes away
Your initial instinct is to blame the hospital, because your 
confused as to how they could have no room for your 
friend. However, this is not the case.
In fact, you soon discover the hospital’s patient and data 
system was being held for ransom as result of a cyber-
attacker; thus the hospital was unable to accept incoming 
patients…”
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https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
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https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

As of Feb 6, 2023 ~876 active investigations of 
breaches involving > 75,900,000 people’s 
protected health information (PHI).  An 
additional ~4300 previous investigations are 
now in archive status.
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Data source: https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
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Data source: https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
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Location of Breached Information Individuals Affected
Network Server 53,926,154
Email 9,762,944
Other 1,754,876
Electronic Medical Record 1,011,331
Desktop Computer, Laptop, Network Server 500,000
Electronic Medical Record, Network Server 470,219
Paper/Films 408,856
Email, Other 212,509
Desktop Computer 160,597
Other Portable Electronic Device 143,541
Electronic Medical Record, Other 59,960
Network Server, Other 46,954
Laptop, Other, Other Portable Electronic Device 37,636
Email, Network Server 36,974
Laptop 33,032
Desktop Computer, Electronic Medical Record, Laptop, Network Server 29,227
Email, Laptop 28,332
Desktop Computer, Network Server 25,555
Laptop, Other 24,000
Desktop Computer, Electronic Medical Record, Network Server 13,530
Desktop Computer, Electronic Medical Record, Laptop, Other Portable Electronic Device 3,300
Other, Other Portable Electronic Device 2,869
Laptop, Network Server 2,716
Desktop Computer, Electronic Medical Record 2,371
Desktop Computer, Other Portable Electronic Device 2,287
Network Server, Paper/Films 2,000
Electronic Medical Record, Email, Paper/Films 1,748
Desktop Computer, Laptop, Other Portable Electronic Device 1,580
Electronic Medical Record, Laptop, Network Server 823
Desktop Computer, Electronic Medical Record, Laptop 601
Desktop Computer, Electronic Medical Record, Email, Network Server, Paper/Films 500

Individuals Affected 
in Active OCR PHI 

Breach Investigations 
as of 8/14/2022 

Grouped by Location 
of Breached 
Information
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Telehealth: Visit Metacommunications and 
Metadata
• Data communicated about the telehealth visit

• Email, text or voice messages containing PII such as scheduling messages
• Direct links to telehealth visit session

• Is the same link used for more than one patient?
• Can someone else who has the link intrude on a live telehealth visit?

• Data logged about the telehealth visit
• PII or PHI such as patient name, email address, ip address, etc.
• Is the telehealth visit recorded?

• By provider?
• By patient?
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https://apnews.com
/article/technology-
politics-california-
health-prescription-
drugs-
5934cea79a747ae86
9c63267a4acb561
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https://www.healthcarefinancenews.com/news/ata2022-regulatory-risk-business-telehealth
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https://www.beckershospitalreview.com/cybersecurity/telehealth-platform-doxy-me-fixing-issue-that-exposed-patient-
data.html
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https://healthitsecurity.com/news/az-ransomware-attack-leads-to-unrecoverable-ehrs-data-loss
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https://healthitsecurity.com/news/breach-of-telehealth-app-babylon-health-raises-privacy-concerns
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https://healthitsecurity.com/topic/latest-
health-data-breaches
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https://www.pbs.org/newshour/science/ransomware-and-other-data-breaches-linked-to-uptick-in-fatal-heart-attacks
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https://www.healthcareitnews.com/news/hospital-
ransomware-attack-led-infants-death-lawsuit-alleges
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https://arstechnica.com/gadgets/2021/08/hospitals-
hamstrung-by-ransomware-are-turning-away-patients/
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According to former hacker Alissa Knight, personal health 
information (PHI) is the most valuable type of data that exists 
on the dark web. In this study, Knight and Approov looked at 30 
mobile healthcare apps to see just how secure they were. Each 
of them had API vulnerabilities, and all of them were 
susceptible to Broken Object Level Authorization (BOLA) 
attacks. This extremely common API vulnerability means that 
an app does not confirm a user’s privileges to protected 
information, and is very easy for hackers to exploit once 
discovered. 

Obtaining medical records could enable someone to 
impersonate you and even get treatment or prescription drugs. 
Not to mention the bevy of information that comes with your 
MyChart or other accounts that are valuable on the dark web 
or make you vulnerable to phishing attacks: your birthdate, 
address, family history, and contact information, to name a few.

https://blog.dashlane.com/telehealth-platforms-privacy/



© 2023 Arizona Telemedicine Program

What is the value of a patient health record on the dark market?

https://www.fiercehealthcare.com/hospitals/industry-voices-forget-credit-card-numbers-medical-records-are-hottest-items-dark-web
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https://www.beckershospitalreview.com/cybersecurity/physician-accused-of-hipaa-breach-after-exiting-practice-for-
telehealth-startup.html
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https://www.hhs.gov/sites/default/files/small-practice-
security-guide-1.pdf
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National Institutes of Standards and 
Technology Cybersecurity Framework

https://www.nist.gov/cyberframework/online-learning/five-functions
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Information Security (IS)
• Confidentiality (C)

• Strict limits on who can access information

• Integrity (I)
• Protections from improper changes 

to information

• Availability (A)
• Access to information is timely 

and reliable

C

I A

IS

Security Triad
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_______TRUST and PATIENT SAFETY________ 
Confidentiality  | Integrity  |  Availability

• Confidentiality
• Only authorized individuals

• With a legal right and/or business need to know, access and utilize
• Which have been legally granted permission by appropriate authority

• Integrity
• Information validity & accuracy is reliably maintained
• Operates as designed and intended
• Change logs

• Availability
• Accessible and usable as designed and on demand commensurate with 

service requirements
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https://www.halock.com/hand-rule-managing-upper-limits-security-costs/
https://en.wikipedia.org/wiki/Learned_Hand
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Hosted by: Southwest Telehealth Resource Center

Outcome Objectives:
• Describe the basics of ransomware and why it poses 
cybersecurity and other risks.
• Determine weaknesses in healthcare systems. • Identify 
methods to counteract ransomware in medical settings.

Speakers:
-Jeanne E. Varner Powell, JD, Senior Legal Risk Management 
Consultant, MICA
-David Shelley, President, BVA Inc.

Moderator: Michael J Holcomb, Associate Director, Information 
Technology, Southwest Telehealth Resource Center, Arizona 
Telemedicine Program

https://telehealthresourcecenter.org/resources/webinars/nctrc-webinar-ransomware-in-health/



https://telehealthresourcecenter.org/resources/fact-
sheets/virtual-care-security-tips-for-providers/

California Telehealth Resource Center,  2021



https://telehealthresourcecenter.org/resources/fact-
sheets/virtual-care-security-tips-for-providers/

California Telehealth Resource Center,  2021



https://telehealthresourcecenter.org/resources/fact-
sheets/virtual-care-security-tips-for-providers/

California Telehealth Resource Center,  2021
Made possible by grant number GA5RH37469 from the 
Office for the Advancement of Telehealth, Health Resources 
and Services Administration, DHHS
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https://405d.hhs.gov/protect

HHS 405(d) Aligning 
Health Care Industry 
Security Approaches
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https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-audio-telehealth/index.html
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https://www.nccoe.nist.gov/healthcare/securing-telehealth-remote-patient-monitoring-ecosystem
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https://www.aha.org/guidesreports/2021-04-20-healthcare-
and-public-health-sector-coordinating-councils-public-private

The Health Sector Coordinating Council 
(HSCC) has developed this white paper, 
the “Health Industry Cybersecurity –
Securing Telehealth and Telemedicine 
(HIC-STAT)” guide,- for the benefit of 
health care systems, clinicians, vendors 
and service providers, and patients. All 
of these stakeholders share 
responsibility for ensuring that 
telehealth services achieve their 
optimum benefit with minimal risk to 
the privacy and security of the data, 
the consultations, and the systems 
hosting them. 
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Thank you!

Questions?
mholcomb@telemedicine.arizona.edu


