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Imagine that a healthcare provider organization’s 
patients’ protected health information was 
compromised such that it cost that organization’s 
patients’ personal losses of time, money, or 
confidentiality of their healthcare information and 
such that it disrupted or halted the ability of the 
organization to provide care for patients.

What thoughts come to mind about the healthcare 
provider?



https://healthitsecurity.com/topic/latest-
health-data-breaches



https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf



Data source: https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf



https://arstechnica.com/
gadgets/2021/08/hospita
ls-hamstrung-by-
ransomware-are-turning-
away-patients/
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Next, imagine that a patient has a serious or 
fatal outcome that results from the breach of 
the healthcare provider’s systems and/or 
records.

What thoughts come to mind about the 
healthcare provider?
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https://www.theverge.com/2019/4/4/18293817/cybersecurity-hospitals-health-care-scan-simulation



https://www.technologyreview.com/2020/09/18/1008582/a-
patient-has-died-after-ransomware-hackers-hit-a-german-
hospital/



https://www.technologyreview.com/2020/09/18/1008582/a-
patient-has-died-after-ransomware-hackers-hit-a-german-
hospital/
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https://www.pbs.org/newshour/science/ransomware-and-other-data-breaches-linked-to-uptick-in-fatal-heart-attacks



© 2020 Arizona Telemedicine Program

Next, imagine that a healthcare provider 
organization loses access to all of its patients’ 
data and can’t recover it.

What thoughts come to mind about the 
healthcare provider organization?



https://healthitsecurity.com/news/az-ransomware-attack-
leads-to-unrecoverable-ehrs-data-loss

September 10, 2021 -
Arizona-based Queen 
Creek Medical Center, 
also known as Desert 
Wells Family 
Medicine, will have to 
rebuild patient 
medical records from 
scratch after a 
ransomware attack 
corrupted and 
destroyed EHRs. 
Desert Wells began 
notifying 35,000 
patients of the 
breach and made 
plans to implement a 
new EHR system.

“Upon discovering the 
extent of the damage, we 
engaged additional 
forensics and recovery 
services as part of our 
exhaustive efforts to do 
everything we could to try 
and recover the data. 
Unfortunately, these efforts 
to date have been 
unsuccessful and patient 
electronic records before 
May 21, 2021, are 
unrecoverable.”

Desert Wells said that it did 
have backups of the data, 
but those were corrupted as 
well.
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Now, imagine that your protected health 
information was compromised due to a breach of 
your healthcare provider such that it cost you a 
personal loss of time, money, or confidentiality of 
your healthcare information.

What thoughts come to mind about your healthcare 
provider’s failure to successfully protect your 
information?
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Protected Health Information
Protected health information (PHI) includes all individually identifiable health information relating to the past, present or future health status, provision of health 
care, or payment for health care of/for an individual that is created or received by a Covered Entity or Business Associate. 
Health information is individually identifiable if it contains any of the following identifiers: 
• Names 
• Geographic subdivisions smaller than a state 
• Dates (except year only) directly related to an individual, including birth date, date of death, admission date, discharge date; and all ages over 89 (except ages 

may be aggregated into a single category of age 90 or older) 
• Telephone and fax numbers 
• Email addresses 
• Social security numbers (SSN) 
• Medical record numbers (MRN) 
• Health plan beneficiary numbers 
• Account numbers 
• Certificate/driver’s license numbers 
• Vehicle identifiers and serial numbers, including license plate numbers 
• Device identifiers and serial numbers 
• Web Universal Resource Locators (URL) 
• Internet Protocol (IP) addresses 
• Biometric identifiers (including finger and voice prints) 
• Full face photographic images and any comparable images 
• Any other unique identifying number, characteristic, or code.

*A Business Associate Agreement (BAA) is required to be entered into between a Covered Entity and/or Business Associate and any downstream Subcontractor(s) 
that create, maintain, receive, access or store PHI on behalf of a Covered Entity/Business Associate prior to use or disclosure of any PHI. 

https://rgw.arizona.edu/sites/researchgateway/files/
hipaa_data_reference_guide_12.21.2016.pdf



https://southwesttrc.org/blog/2016/patient-data-breaches-threat-health-it-telemedicine-2016-and-beyond

What is the value of 
a patient health 
record on the dark 
market?



https://www.americantelemed.org/resources/ata-urges-health-care-providers-new-to-telehealth-have-
proper-safeguards-to-ensure-patient-safety-data-privacy-and-security-during-covid-19-respons/
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Example Types of Telemedicine and Telehealth 
Communications (selected)
• Video conferencing

• Face to face
• provider to patient, provider to provider, multiple provider to patient, provider to multiple patients

• Real-time medical imaging applications

• Audio only phone calls
• Remote auscultation using electronic stethoscopes

• Remote provider playback of recordings or listening via live streaming

• Tele-eICU
• Vital signs alerts and trends, remote intensivist directing local care team

• Diagnostic review of medical/health data
• Patient history, medical imaging, lab values and other test results, prescriptions etc.

• Secure messaging
• Provider to provider, provider to patient

• Remote patient monitoring (RPM)
• Clinical provider monitors patient metrics such as activity, weight, blood pressure, electrocardiogram, and more

• AI and robotic assisted examination and diagnosis



https://www.ama-assn.org/practice-management/sustainability/cyber-vulnerability-grows-along-covid-19-
pandemic-stresses
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Telemedicine and Telehealth Security 
• What needs to be secured?

• Protected Health Information
• Both at rest and in transit

• All computing and network devices and systems and their 
associated firmware, and software that runs on those devices

• Network and computing infrastructure
• End-user computing devices utilized by patients and providers
• Medical devices prescribed by providers
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Why do we need to secure telemedicine 
technologies and communications?
• Protect patients and business partners
• Good business practice to maintain confidentiality of patient information

• Patients and business partners may lose trust in a business and potentially take their 
business to competitors if their information is compromised 

• Laws such as Health Insurance Privacy and Accountability Act (HIPAA) 
require implementation of security measures to protect protected health 
information (PHI)

• To guard against any unauthorized disclosures of PHI

• Information security (InfoSec) is not just about confidentiality.
• Other important aspects of InfoSec are 

• Availability
• Integrity
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What specific security measures are needed 
for telemedicine?
• The techniques used to secure telemedicine services are not, in general, 

unique to telemedicine
• HIPAA, for example, does not specify specific information security 

technologies
• Technology is always advancing
• Hackers are always looking for vulnerabilities
• Organizations must implement reasonable and appropriate administrative, technical 

and physical controls to safeguard PHI
• Cybersecurity is all about controlling access to prevent unauthorized access 

to computers, networks and data while allowing authorized access for 
those that need it.

• When allowing business associates to work with your organization’s 
patients’ healthcare information, Verify Their Security Practices



https://www.medpagetoday.com/
practicemanagement/telehealth/8
8469
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https://covid19.inforisktoday.com/telehealth-app-breach-
spotlights-privacy-security-risks-a-14414



https://healthitsecurity.com/news/report-covid-10-telehealth-
risks-and-best-practice-privacy-security



https://www.iotforall.com/telemedicine-is-growing-but-is-
security-lagging-behind



https://www.ama-assn.org/system/files/2020-10/ama-aha-
technology-considerations.pdf



https://www.ama-assn.org/system/files/2020-10/ama-aha-
technology-considerations.pdf

We also suggest asking your vendor about their privacy 
practices, intended data use, and security protocols. 
Many physicians do not realize that a telemedicine platform or 
application may be low-cost or free because the 
vendor’s business model is based on aggregating and selling 
patients’ data. If possible, consult with your legal 
team to clarify how video, audio, and other data are being 
captured and stored by the vendor and who has 
access. You can also ask whether the vendor will share results 
of third-party security audits, including SOC 2 or 
HITRUST, in addition to the results of their penetration testing.



https://healthitsecurity.com/topic/latest-
health-data-breaches



https://www.medtechintelligence.co
m/column/remote-telehealth-driven-
world-poses-new-concerns-for-
medical-device-security/



https://www.beckershospital
review.com/telehealth/tele
medicine-creates-big-
cybersecurity-risks-harvard-
researchers-say.html
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https://www.aha.org/guidesreports/2021-04-20-healthcare-
and-public-health-sector-coordinating-councils-public-private
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https://www.aha.org/guidesreports/2021-04-20-healthcare-
and-public-health-sector-coordinating-councils-public-private
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https://www.aha.org/guidesreports/2021-04-20-healthcare-
and-public-health-sector-coordinating-councils-public-private
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Telehealth: Extra-Visit Communications and 
Data
• Data communicated about the telehealth visit

• Email, text or voice messages containing PII such as scheduling messages
• Direct links to telehealth visit session

• Is the same link used for more than one patient?
• Can someone else who has the link intrude on a live telehealth visit?

• Data logged about the telehealth visit
• PII or PHI such as patient name, email address, ip address, etc.
• Is the telehealth visit recorded?

• By provider?
• By patient?
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https://www.phe.gov/emergency/news/healthactions/phe/Pag
es/COVID-19July2021.aspx
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https://www.hhs.gov/sites/default/files/telehealth-faqs-508.pdf

8. What telehealth services are covered by the Notification of Enforcement Discretion regarding COVID-19 and remote 
telehealth communications?

9. What may constitute bad faith in the provision of telehealth by a covered health care provider, which would not be covered
by the Notification of Enforcement Discretion regarding COVID-19 and remote telehealth communications?

10. What is a “non-public facing” remote communication product?



© 2020 Arizona Telemedicine Program

https://telehealth.hhs.gov/providers/polic
y-changes-during-the-covid-19-public-
health-emergency/hipaa-flexibility-for-
telehealth-technology/#hipaa-flexibilities-
during-covid-19
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https://telehealth.hhs.gov/providers/polic
y-changes-during-the-covid-19-public-
health-emergency/hipaa-flexibility-for-
telehealth-technology/#hipaa-flexibilities-
during-covid-19
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Telemedicine and Health IT Security: A Team Effort 
and Product

• Organization C-Suite and Board of Directors
• Information Security Officer
• Privacy Officer
• Information Technology (IT) Director
• Financial Officer
• Organization’s entire workforce, not just IT
• Business partners/associates (3rd Parties)

• Business partners/associates (3rd parties of 3rd parties)

• Technology providers
• Service providers
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Non-exhaustive list of some of the best 
practices to keep health information secure:

• Continually educate all users of a system about cybersecurity threats and about how to use the healthcare 
information system securely.

• Always follow the rule of least privilege necessary when allowing access to healthcare information
• Always patch security vulnerabilities on an urgent basis.
• Keep your system as simple as possible - more complexity makes it harder to secure and maintain
• Document your policies, procedures, risk assessments and security incidents, etc.
• Maintain a regularly updated copy of your healthcare information system data on air gapped media / 

systems.
• Disable employee access to healthcare information systems immediately when they leave the organization
• Encrypt healthcare information in transit and at rest
• Make effective use of the security features of the technology that your organization uses
• Use multi-factor authentication for access to healthcare information systems
• Use malware prevention and mitigation technologies, label emails from external sources
• Know where your organization stores its patients’ PHI/PII and know the details of how it is communicated.
• At a minimum require involvement of your organization’s Chief Information Security Office and HIPAA 

Privacy Officer in all projects involving healthcare information security.
• Utilize firewalls, intrusion prevention and detection systems



© 2020 Arizona Telemedicine Program

NIST Cybersecurity Framework

https://www.nist.gov/cyberframework/online-learning/five-functions
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https://www.halock.com/hand-rule-managing-upper-limits-security-costs/
https://en.wikipedia.org/wiki/Learned_Hand
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SECURING EVERYTHING

• Computers are increasingly integrated into to the things that we use, 
including medical devices, and they are also increasingly connected to 
and communicating via the Internet.

• All software and devices utilized to store, transmit, process, or access 
healthcare information, as well as therapeutic and monitoring devices 
involved in patient care delivery, have potential vulnerabilities.  Some 
of these vulnerabilities are undiscovered. It is essential to patch 
vulnerabilities as security patches become available and to 
implement physical, technical, and administrative safeguards to 
safeguard against security threats across the entire lifecycle of the .
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Thank you!

Questions?
mholcomb@telemedicine.arizona.edu
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Additional Slides for Reference
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https://youtu.be/BSsIBuUAVU4
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Make Security of Your Organization’s PHI including 
its Telemedicine and Telehealth Communications 
“SIMPLER”
• Scalable

• Integral

• Managed

• Pro-active

• Layered

• Effective

• Responsive
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_______TRUST and PATIENT SAFETY________ 
Confidentiality  | Integrity  |  Availability

• Confidentiality
• Only authorized individuals

• With a legal right and/or business need to know, access and utilize
• Which have been legally granted permission by appropriate authority

• Integrity
• Accurate source of truth
• Operates as designed and intended
• Change logs

• Availability
• Accessible and usable as designed and on demand commensurate with 

service requirements
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Chernyshev, M., Zeadally, S. & Baig, Z. J Med 
Syst (2019) 43: 7. 
https://doi.org/10.1007/s10916-018-1123-2

Figure 1 part a
Breakdown of healthcare breach types by year based on data 
provided by the US Department of Health and Human 
Services (HHS) including archived breaches and breaches 
under investigation 
(2010- Apr 2018)

Healthcare Data 
Breaches: Implications 
for Digital Forensic 
Readiness
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https://www.hipaajournal.com/healthcare-data-breach-statistics/



https://healthitsecurity.com/news/the-10-
biggest-healthcare-data-breaches-of-2020
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https://healthitsecurity.com/news/the-10-
biggest-healthcare-data-breaches-of-2020-so-far



https://healthitsecurity.com/news/the-10-
biggest-healthcare-data-breaches-of-2020
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Evaluation of Causes of Protected Health 
Information Breaches
• Study of 1138 breaches reported to US HHS between 2009 and 12/31/2017, affecting 164 million 

patients
• 53% of breaches due to internal causes including loss, theft, mailing mistakes, unauthorized 

access, phishing 
• 47% of breaches due to external causes including theft, malware, loss by business associate

• Of all 1138 breaches (internal and external causes)
• 41.5% theft
• 25% unauthorized access
• 20.5% hacking or IT incident
• 10.5% loss
• 3% due to improper disposal

• John (Xuefeng) Jiang, PhD, Ge Bai, PhD, CPA, JAMA Internal Medicine February 2019 Volume 179, Number 2, August 2018
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NIST Cybersecurity Framework

https://www.nist.gov/cyberframework/online-learning/five-functions
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https://www.nccoe.nist.gov/sites/default/files/library/project-descriptions/hit-th-project-description-final.pdf
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https://www.nccoe.nist.gov/sites/default/files/library/project-descriptions/hit-th-project-description-final.pdf
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https://www.nccoe.nist.gov/sites/default/files/library/project-descriptions/hit-th-project-description-final.pdf

(Continued)
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https://www.nccoe.nist.gov/sites/default/files/library/project-descriptions/hit-th-project-description-final.pdf
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https://www.nccoe.nist.gov/sites/default/files/library/project-descriptions/hit-th-project-description-final.pdf



© 2020 Arizona Telemedicine Program

https://www.nccoe.nist.gov/sites/default/files/library/project-descriptions/hit-th-project-description-final.pdf
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NIST Cybersecurity Framework

https://www.nist.gov/cyberframework/online-learning/five-functions



© 2020 Arizona Telemedicine Program

https://www.phe.gov/Preparedness/planning/405d/Documents/HICP-Main-508.pdf

In accordance with the CSA, this document sets forth
a common set of voluntary, consensus-based, and industry-led guidelines, best practices, methodologies, procedures, and 
processes to achieve three core goals:
1. Cost-effectively reduce cybersecurity risks for a range of health care organizations;
2. Support the voluntary adoption and implementation of its recommendations; and
3. Ensure, on an ongoing basis that content is actionable, practical, and relevant to health care stakeholders of every size and
resource level.

December 28, 2018
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Technical Volume 1: Cybersecurity Practices for Small Health 
Care Organizations

https://www.phe.gov/Preparedness/planning/405d/Documents/HICP-Main-508.pdf
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Technical Volume 1: Cybersecurity Practices for Small Health Care Organizations

https://www.phe.gov/P
reparedness/planning/
405d/Documents/HICP
-Main-508.pdf
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https://www.nccoe.nist.gov/sites/default/files/library/project-
descriptions/hit-th-project-description-final.pdf
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https://www.nccoe.nist.gov/sites/default/files/library/project-
descriptions/hit-th-project-description-final.pdf
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Health IT Playbook

• The Office of the National Coordinator for Health Information 
Technology “Health IT Playbook” Section 7 – Privacy and Security

• https://www.healthit.gov/playbook/privacy-and-security/#section-7-1


