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https://www.hipaajournal.com/december-2019-healthcare-data-breach-report/
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https://www.beckershospitalre
view.com/cybersecurity/10-
largest-data-breaches-of-
2019.html
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https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
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Chernyshev, M., Zeadally, S. & Baig, Z. J Med 
Syst (2019) 43: 7. 
https://doi.org/10.1007/s10916-018-1123-2

Figure 1 part a
Breakdown of healthcare breach types by year based on data 
provided by the US Department of Health and Human 
Services (HHS) including archived breaches and breaches 
under investigation 
(2010- Apr 2018)

Healthcare Data 
Breaches: Implications 
for Digital Forensic 
Readiness

https://doi.org/10.1007/s10916-018-1123-2
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Evaluation of Causes of Protected Health 
Information Breaches
• Study of 1138 breaches reported to US HHS between 2009 and 12/31/2017, affecting 164 million 

patients
• 53% of breaches due to internal causes including loss, theft, mailing mistakes, unauthorized 

access, phishing 
• 47% of breaches due to external causes including theft, malware, loss by business associate

• Of all 1138 breaches (internal and external causes)
• 41.5% theft
• 25% unauthorized access
• 20.5% hacking or IT incident
• 10.5% loss
• 3% due to improper disposal

• John (Xuefeng) Jiang, PhD, Ge Bai, PhD, CPA, JAMA Internal Medicine February 2019 Volume 179, Number 2, August 2018
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https://www.nccoe.nist.gov/sites/default/files/library/project-
descriptions/hit-th-project-description-final.pdf
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NIST Cybersecurity Framework

https://www.nist.gov/cyberframework/online-learning/five-functions
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https://www.phe.gov/Preparedness/planning/405d/Pages/hic-practices.aspx
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https://www.phe.gov/Preparedness/planning/405d/Documents/HICP-Main-508.pdf

In accordance with the CSA, this document sets forth
a common set of voluntary, consensus-based, and industry-led guidelines, best practices, methodologies, procedures, and 
processes to achieve three core goals:
1. Cost-effectively reduce cybersecurity risks for a range of health care organizations;
2. Support the voluntary adoption and implementation of its recommendations; and
3. Ensure, on an ongoing basis that content is actionable, practical, and relevant to health care stakeholders of every size and
resource level.

December 28, 2018

https://www.phe.gov/Preparedness/planning/405d/Documents/HICP-Main-508.pdf
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• NCTRC Webinar – An Overview of Cybersecurity – July 18, 2019
• Archive available on demand 

• https://www.telehealthresourcecenter.org/event/nctrc-webinar-an-overview-of-
cybersecurity/

• Presented by: Jordan Berg, National Telehealth Technology Assessment Center
• Description: Cybersecurity is a major concern for health care and telehealth programs. 

This presentation will discuss the importance of Cybersecurity in Healthcare and present 
resources available to individuals and organizations wanting to become better versed in 
best practices and common threats. Core references for this presentation are the 
National Institute of Standards and Technology (NIST) Cybersecurity Framework and the 
Health Industry Cybersecurity Practices (HICP) cybersecurity report. The goal of this 
presentation is to provide learners with tools to be able to research, discuss, and 
communicate important cybersecurity ideas.

Suggested Cybersecurity Webinar

https://www.telehealthresourcecenter.org/event/nctrc-webinar-an-overview-of-cybersecurity/
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https://youtu.be/BSsIBuUAVU4
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https://www.theverge.com/2019/4/4/18293817/cybersecurity-hospitals-health-care-scan-simulation
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Thank you!

Questions?
mholcomb@telemedicine.arizona.edu
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Protected Health Information
Protected health information (PHI) includes all individually identifiable health information relating to the past, present or future health status, provision of health 
care, or payment for health care of/for an individual that is created or received by a Covered Entity or Business Associate. 
Health information is individually identifiable if it contains any of the following identifiers: 
• Names 
• Geographic subdivisions smaller than a state 
• Dates (except year only) directly related to an individual, including birth date, date of death, admission date, discharge date; and all ages over 89 (except ages 

may be aggregated into a single category of age 90 or older) 
• Telephone and fax numbers 
• Email addresses 
• Social security numbers (SSN) 
• Medical record numbers (MRN) 
• Health plan beneficiary numbers 
• Account numbers 
• Certificate/driver’s license numbers 
• Vehicle identifiers and serial numbers, including license plate numbers 
• Device identifiers and serial numbers 
• Web Universal Resource Locators (URL) 
• Internet Protocol (IP) addresses 
• Biometric identifiers (including finger and voice prints) 
• Full face photographic images and any comparable images 
• Any other unique identifying number, characteristic, or code. 

*A Business Associate Agreement (BAA) is required to be entered into between a Covered Entity and/or Business Associate and any downstream Subcontractor(s) 
that create, maintain, receive, access or store PHI on behalf of a Covered Entity/Business Associate prior to use or disclosure of any PHI. 

https://rgw.arizona.edu/sites/researchgateway/files/
hipaa_data_reference_guide_12.21.2016.pdf

https://rgw.arizona.edu/sites/researchgateway/files/hipaa_data_reference_guide_12.21.2016.pdf
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