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Why Need Guidelines?

 Supply health care professionals with needed support
& Information

* Improve health care quality & encourage more
efficient use of limited health care resources
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Guidelines & Policy

* Federal & state government
—General healthcare policy
—Medicare & Medicaid
—Liability standards

* FDA (especially medical devices)

* Professional societies
—Daily practice

* Funding opportunities

SUM ARIZONA
N/ TELEMEDICINE IS TR
@ PTROGRAM w8 RESOURCE: CENTER




TM Guidelines

* TM rapidly evolving & tech advancements impact
scope & extent clinical practice

* Rigorous evaluation key to developing guidelines,
shaping policy, growing & promoting practice

* When research lacking, assessment based on clinical
consensus & review existing data performed

ARIZONA
& ooy o TR

EEEEEEEEEEEEEE




2014 VoHAM MoPHEEN DIST, BY CAVVERSIL VKR
£

Guidelines

« ATA practice guidelines

* Professional societies P .
¢ ACR, AS HA, APA, ADA Dr. Colton is asking that everyone in the

waiting room wear a mask to protect
patient privacy.”

» Technical requirements (min) often included &
standards available as well (HL7, DICOM, FDA)

« Standard guidelines & requirements for medical
practice

e Common sense!
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Step 1: Identification of Practice Guideline
Subject Area

° Topic Identified (Standards & Guidelines Committee or Member request)
° Board review/approval

Step 2: Planning Phase

° Appointment of a stakeholder work group
° Plan and refine project scope
° Assign work group member roles into subgroups: clinical, technical, administrative

Step 3: Assessment of Validated Outcomes and
Best Practices

° Develop outline for guidelines sections: clinical, technical and administrative
. Develop plan/revise as needed for literature search

. Conduct literature search

° Filter references

° Assemble articles and resources

. Conduct assessment

o Prepare reports and analyze data

Step 4: Drafting Guidelines

Subgroups draft guidelines (in-person workshop where funds are available) for clinical,
technical, administrative areas

Step 5: Reviews

Draft guidelines reviews/revisions by work group

Review 1: Work group

Review 2: Chair Standards & Guidelines Committee/ATA staff
Review 3: Standards & Guidelines Committee (full)

Review 4: Open Public Comment

Review 5: Board of Directors

Step 6: Dissemination and Adoption

° Promotion
o Training
° Adoption

Step 7: Impact Assessment

Evaluate and measure impact of practice guidelines

Step 8: Periodic Updates and Revisions

Periodic review of guidelines to update and revise




ATA S&G

« Telehealth Practice Recommendations for DR

 Principles Telerehabilitation Delivery

« VC-based Telepresenting Expert Consensus Report

* Practice Guidelines VC-based Telemental Health

» Evidence-based Practice Telemental Health

 Practice Guidelines Teledermatology & Quick Guides (SF & VTC)

» Core Operational Guidelines Telehealth Services Involving Provider-Patient
Interactions

* Home Telehealth Clinical Guidelines
 Clinical Guidelines Telepathology

* Video-Based Online Mental Health Services
« TelelCU Operations

* Live, On-Demand Primary & Urgent Care
» Teleburn Care

» Telestroke

* Telemental Health Children & Adolescents
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Related Materials

e Lexicon Assessment & Outcome Measures
Telemental Health

* Quick Guide Eye Contact ‘O.
* Quick Guide for Telemedicine Lighting

« ATA State telemedicine Toolkit Medical Board

« ATA State Telemedicine Toolkit

« ATA State Telemedicine Bill Components

* ATA Medical Board Talking Points & FAQ

- _____________________________________________________________________________
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Other S&G

 ACR Standard Teleradiology
« AAD Position Statement Telemedicine
« APA Statement on Services by Telephone

 AMA Guidelines Physician-Patient Electronic
Communications

* Medem’s eRisk Guidelines Physician-Patient Online
Communications

» Guidelines Surgical Practice Telemedicine

« ACR Guidelines Electronic Medical Information
Privacy & Security

 FDA Telemedicine Guidance
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Condition Telemedicine Appropriate
Telephone Onh*
"ideo
Routine Conditions That Are Appropriate For Telemedicine Management
Acid Peflux Yes Yes
Acute Conjunctivitis (e.g., uncomplicated viral or No Yes
allergic)
Allerme rhiutis Yes Yes
Anxiety and Depression Yes Yes
Assessment of mnor wounds Mo Yes
Bums (e.g.. minor, sunbum) Mo Yes
Commeonrashes (e.g., contact dermatitis, shingles) | No Yes
Constipation Yes Yes
Diabetes management (routine and follow-up) Yes Yes
Influenza (uncomplicated) Yes Yes
Sinusitis (uncomplicated) Yes Yes
Sk Infections Mo Yes
Smoking Cessation Yes Yes
Upper Fespiratory Infections (uncomphcated) Yes Yes
Unnary tract mfections (uncomplicated in non- Yes Yes
pregnant women andm the absence of vagiitis)
Weight management Yes Yes




Conditions That May Be Appropriate for Telemedicine Management

Asthma No Yes
Bronclutis (muld symptoms, pnewmnorma not Yes Yes
suspected)

Essential Hypertension Yes Yes
Mhgrame headache (diagnosis estabhished, Yes Yes
uncomplicated)

Musculoskeletal issues muscle strains and joimnt No Yes
sprains

Pam control (mild to moderate forknown Yes Yes
conditions)**

F.ash (generalized without fever or systenmuc No Yes
symptoms)

WViral gastroententis (uncomplicated) Yes Yes




Conditions That Are NOT Appropriate For Telemedicine Management***

Acute abdominal pain No No
Acute neurologic symptoms No No
Altered mental status and inability to communicate | No No
history or symptoms

Anaphvlaxis or severe allergic reaction No No
Chest pam No No
Diarthea and vomiting (severe and with atleast No No
maoderate dehydration)

Immune-compromused patient m which condition No No
poses significant addednsk

Procedure required for treatment No No
Fash (diszeminated with fever and systemic No No
symptoms)

Acute, or chronic shortneszs ofbreath Mo Mo
Trawma (moderate to severe of one or multiple No No
sites)

UTI or kadney stone (complhcated) No No
Vision disturbance dueto eye trauwma, pen-orbital No No

mfection




The practice of medicine iIs an integration of both the
science and art of preventing, diagnosing, and treating
diseases. Accordingly, it should be recognized that
compliance with these guidelines will not guarantee
accurate diagnoses or successful outcomes. The
purpose of these standards Is to assist practitioners in
pursuing a sound course of action to provide effective
and safe medical care that is founded on current
Information, available resources, and patient needs. The
practice guidelines and technical standards recognize
that safe and effective practices require specific
training, skills, and techniques, as described in each
document.
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If circumstances warrant, a practitioner may
responsibly pursue a course of action different from
the guidelines when, in the reasonable judgment of
the practitioner, such action iIs indicated by the
condition of the patient, restrictions or limits on
avalilable resources, or advances in information or
technology subsequent to publication of the
guidelines. Nonetheless, a practitioner who uses an
approach that is significantly different from these
guidelines is strongly advised to provide
documentation, in the patient record, that is
adequate to explain the approach pursued.
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 Guidelines for practice TM that are required
whenever feasible & practical as determined by
referring clinician practicing under local conditions
Identified by “shall”

» “Should” Indicates an optimal recommended action,
one that is particularly suitable, without mentioning
or excluding others.

« Optional or permissible action are indicated by
“may/attempt to”’ 10 Indicate additional points that
may be considered to further optimize the tele-
consult process.
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Best Practices In Videoconferencing-Based
Telemental Health April 2018

« Administrative Considerations

* Program Development

» Legal & Regulatory Issues
 Licensure & Malpractice
« Scope of Practice
* Prescribing
 Informed Consent
 Billing & Reimbursement

* SOPs
 Patient-provider Identification

* Emergencies: General Considerations, Clinically Supervised Settings,
Clinically Unsupervised Settings

* Care Coordination

- __________
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 Technical Considerations
« VTC Platform Requiremnts
* Integration VTC into Other Technology & Systems
* Privacy, Security & HIPAA
 Physical Location/Room Requirements

 Clinical Considerations
 Patient & Setting Selection
« Mngt Hybrid Patient-Provider Relationships
 Ethical Considerations
 Cultural Issues

 Specific Populations & Settings: child/adolescent, forensic &
correctional, geriatric, military/veteran & other federal, substance
use disorder treatment, inpatient & residential, primary care, rural
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Following Guidelines

* Practice medicine integration science & art preventing,
diagnosing, treating diseases

« Compliance alone will not guarantee accurate
diagnoses/successful outcomes

« Circumstances warrant may responsibly pursue alternate
course action

 Divergence indicated when, in reasonable judgment
practitioner, condition patient, restrictions/limits on
available resources, advances info/tech occur

* If use approach sig different strongly advised document it
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Following Guidelines

* Do not purport to establish binding legal standards for
TM interactions

» Result of accumulated knowledge & expertise leading
experts in field

» Aspects may vary depending on individual
circumstances (e.g., location parties, resources, nature
Interaction)

 Not designed to be “how to”
‘5 W THIS IS NOT

LEGAL ADVICE

IT YOU HAVYE QUESTIONS OR NEED LEGAL ADVICE
PLEASE CONTACT A LAWYER
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Educating & Informing

 Structure & timing services, records, scheduling, privacy,
security, potential risks, confidentiality, billing, VTC info,
emergency plan, potential technical failure, coordination
care others; contact between visits, conditions
termination & refer in-person care

* Provided language easily understood Y

» Provided orally or in writing ok ¥ @

» Set appropriate expectations e
* Prescribing, scope services, follow-up =
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Providers Shall

» Conduct care consistent jurisdictional regulatory,
licensing, credentialing & privileging, malpractice &
Insurance, rules profession jurisdiction practicing

* Ensure compliance required by appropriate regulatory
& accrediting agencies

 Be cognizant provider-patient relationship
* Have necessary ed, training, orientation, licensure, etc.

* Ensure workspaces secure, private, reasonably
soundproof, lockable door

* Ensure privacy & make patient aware other persons &
agree to presence
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Table 1. Lexicon of Assessment and Qutcome Measures for Telemental Health (TMH)

Item Item Definition Measurement Considerations
No.

2.1.1 | Patient satisfaction | Patient's subjective satisfac- The perception of the patient's satisfac- There may be overlap with other constructs such as “Satisfac-
tion and experience with the tion during the TMH wisit with usability tion with Usability of Technology." Satisfaction does not
TMH service provided. of the technology, patient-provider com- | necessarily require in-person comparison. It could be com-

munication, and convenience of receiving | parison to no care (1.e_ non-inferiority testing). Use of vali-
care via this approach. Does the patient dated measures of TMH satisfaction because measures exist.
believe that the service met her'his health | Measure satisfaction with experience as well as with technol-
needs? Would patient do this again? ogy.
Would patient refer others to this service?
2.1.2 | Provider Satisfac- | The extent to which the pro- The following metrics may serve as sur- Satisfaction metric must be considered longitudinally. In-
tion vider values telehealth when rogate markers: retention and recruitment | clude both referring PCMs and consulting provider satisfac-
interacting with patients. of providers, ease of transition in tech- tion SUIVeys.
nical competency, ease of integration into
clinical workflow, perceived value of
better diagnosis, treatment and disease
management.
2.1.3 | Coordination of Care coordimnation 1s the de- Care coordination measurement Consists The nature of the communication, external technologies such
care velopment and implementa- of both the number of telehealth encoun- | as electronic health records and quality of encounters can all
tion of a shared plan to sup- ters and the number of different partici- impact care coordination.
port patient wellness. pants involved in the shared plan (e g _
consultant-primary care provider, con-
sultant-teacher, etc.) and the type of tele-
health interaction (asvnchronous and
synchronous).

2.13 | Integration of care | Integration of care is the effi- Measurement of the mtegration of care The nature of the communication, external technologies such
cient assimilation of multiple | includes the type of the telehealth interac- | as electronic health records and quality of encounters can all
components within a health tions assessed on standardized question- impact integration of care.
system in order to decrease naires of care coordination or other
redundancy, delay, and cost. measures of communication (1.e., partici-

pant A to participant B).

214 | Usahility 1) The ease (preference, com- | Measurement should mclude: provider Subjective and objective measurements from both the patient
fort, fit. readiness) of patients | retention rate, patient drop out and ra- and provider perspective. Part of the evaluation should in-
to communicate digitally with | tionale, support staff required, technology | clude how "seamless” the interaction was between peo-
their providers. 2) Includes ease of use, technology down time, and ple/technology, to include latency and failure of technology.
technology availability, sim- subjective ratings of comfort. This can be used as both a process/acceptability and an ac-
plicity of use, service availa- cess measure, but definition should remain the same. Pa-
bility, technology native vs. tient/provider preferences should also be included.

| non-facile.
2.15 | Rapport When two or more people feel | Self-reported level of direct and/or indi- Transcends cultural, racial, ethnic, religious, gender, age,




that they are connected and
understand one another.

rect evidence that the condition of rapport
1s present between the patient(s) and the
professional(s).

geographic, etc. differences and experiences. Try to link clin-
ical outcomes which could be related to rapport.

216 | Stigma Preconceived, often negative, | Measures should evaluate stigma among | Perceived stigma should not simply focus on the recipient of
association with an illness, health care providers/staff, patients, and care but the providers of care and those giving support. Con-
diagnosis, therapy, technique social networks and include, at minimum, | cerns about stigma should focus on both mental illnesses in
etc. that may interfere with the | the following concepts: Stereotyp- general and on the type of delivery (e.g., TMH). From a re-
provision and/or acceptance ing/discrimination such as beliefs about search and programmatic perspective this 1s best evaluated
of care. mental 1llness, mental health treatment, pre/post introduction of a TMH service. This can be related to

TWH and the use of technology to deliv- | both general access to care and readiness.

er care.

Labeling/disclosure such as acceptance of

diagnosis, willingness to diagnose appro-

priately, help seeking and delivering

behaviors, willingness to use or conduct

TMH sessions.

217 | Motivational read- | Assessment of an individual’s | Includes: stage of change for individuals | Defining criteria for moving into the action stage. Relation-
ness or organization’s willingness and organizations, situational self- ship between individuals and mstitutional readiness and mo-

to change and adopt TMH efficacy (confidence), trans theoretical tivation. How interrelated are individuals and institutional
services. This 1s different model-based measures (pros & cons of motivation? Self-report can be maccurate, but necessary.
from preparedness, which is change, processes/strategies for change,
an assessment of individual situational self-efficacy).
and organizational ability to
adopt TMH services.

221 | Noshows A patient or clinician who Percent of no shows as compared to a Determine cause of no show, i.e., was it lack of transporta-
does not attend session, or is disease-state specific comparisons in- tion, lack of ability to maintain a schedule, did they show up
more than 15 minutes late. person group. No shows defined as 15 late and have to reschedule, dissatisfaction with treatment.

minutes late or more to appointment. No | Examine the reasons for the no shows i e technology failed
shows need to be identified as erther or could not be used, the use of technology (vs. travel) made
clinically related or a systems issue it easier to keep the appomtment, etc.
(scheduling, time zones, etc.).
222 | Accuracy of as- How well the modality of Comparison of standard measures of Proxy measures to track providers comfort with reliability of
sessment TMH impacts the reliability assessment (reliability, validity) of TMH | assessment through tracking utilization of tests and consults
and validity of the assessment | vs. in-person (national standard) vs. other | comparing TMH with in-person services at patient site.
when compared with the tradi- | telehealth modalities. Measurement
tional behavioral health care should also include session time and
standards for the construct in number of sessions needed for specific
question. assessments comparing TMH with in-
person services at patient site.
223 | Symptom out- Change in 1dentified clinical Use of measures of symptom change that | How is this information documented so it 1s meaningful?

comes

symptoms over time.

are appropriate and psychometrically
sound (validity, reliability data published
in the literature). Need to be appropriate
for the population being treated/assessed

Include measure used, cutoff criteria, inclusion/exclusion,
what they are comparing outcome to, effect size of interven-
tion. Symptom outcomes are part of a larger universe of out-
come metrics that need to be considered. Consider adding




to include accepted gold standards.

intervention/treatment outcomes with symptom outcomes as
a subset as well as other outcomes such as Quality of Life,
work attendance/absentesism, compliance/adherence or psy-
chosocial measures (unit cohesiveness, social 1solation).

2.24 | Completion of Degree to which appoint- Average number of visits according to Third party pavers use Axis 5 (Global Assessment of Func-
Treatment ments, treatments and comple- | treatment plan, average number of visits | tioning) to evaluate progress and completion, although this
tion of treatment plans oc- in given time period, duration of treat- will evolve with the conversion to DSM-V criteria.
curred within the prescribed ment, number'percentage of modules
time frame. completed; percentage of patients who
completed treatment; pre/post functional
measures
225 | Quality of Care Quality of care represents the | Performance measures (e.g., timely out- Quality is defined as the process rather than the outcome of
process of delivering services | patient visit follow hospital discharge) care, because clinical outcomes are measured using other
and includes both the tech- can sometimes be measured from admin- | metrics and because high quality care does not necessarily
nical and interpersonal aspects | istrative data. Concordance with treat- lead to good outcomes. Quality of TMH services should be
of treatment. Technical quali- | ment guidelines and fidelity to evidence measured against benchmarks rather than the quality of in-
ty includes concordance with based protocols can be measured from person services which is often sub-optimal. When TMH ser-
treatment guidelines, fidelity chart review. Interpersonal quality should | vices are compared to in-person services, it will be critical to
to evidence based protocols, be measured from patient self-report choose a similar clinical setting and patient population.
and system performance {e.g_, therapeutic alliance can be meas-
measures (e.g  HEDIS). In- ured using the working alliance invento-
terpersonal quality includes 1v).
patient rapport, therapeutic
alliance, and cultural compe-
tence.
226 | Treatment Utiliza- | Use of TMH services com- Measurements on number of TMH and Comparison of digital contacts (mohile phone, e-mail. Weh)
tion pared with all other health non-TMH visits within a health care sys- | and its impact on service utilization in non-telemental
services related to specific tem to include data on visit duration, healthcare. Recommend healthcare systems systematize data
disease processes. frequency, and problem addressed. on digital contacts. Collect data on both internal utilizations
Measurements on system resources (labs, | within a system but as possible external service utilizations
medications, system funded travel, devic- | from outside agencies and providers. As possible duning 1m-
es, consultation, number of referrals plementation of TMH services collect compare data on pre
made and utilized) of TMH vs. non- and post implementation service utilization data.
TMH. Utilization should be correlated
with symptom reduction of specific dis-
edse Processes.
2.3.1 | Number of Ser- Degree of access to additional | The number of clinical care options and Used for program evaluation, ROI for program expansion,
vices services which are derived auxiliary services offered (e.g., medica- quality, patient/provider satisfaction.
from enrollment in telehealth. | tion management, social services, labs,
cardiac care, group therapy); frequency in
the use of clinical care options and auxil-
131V services.
2.32 | Numbers Served The workload credit given for | Types of services; complexity of ser- Coding accuracy. Coding traiming and follow up to ensure

(also referred to as

the TMH encounter that 1s

vices; time spent with patients; number of

coding is being done correctly, 1.e., no under or over coding.




RV Us, relative

related to the complexity of

patients seen.

value units) services provided and the time
spent with patients which
equates to the level of finan-
cial reimbursement.

233 | Wait Times Wait time 1s a temporal di- Operationally, time to next available It 1s important to realize that improving other dimensions of
mension of access that repre- appointment, when scheduling, and when | access (e.g.. lowering costs or de-stigmatizing TMH services)
sents the delay between when | the patient actually presents for care. For | could result in increasing wait times due to increased de-
the patient wants to recerve TMH requiring a referral, wait time could | mand. Health systems should measure wait times to all clin-
services and when they can be measured as the difference in the re- ics (not just TMH clinics) to determine how resources could
actually receive services. ferral date and the date the patient was best be reallocated to minimize variabality in wait times

seetl. May want to measure wait time across clinics. Other important measures of temporal access
separately to see the preferred provider include wait time in clinic and convenience of office hours.
versus any provider.

2.3.4 | Length of session How much time the patient Average/total clinical encounter time, Needs to be clinician, patient, staff. and system viewpoint.
spends receiving care. This average/total administrative time (set-up | Needs to accommodate emerging platforms such as mohile
could include time spent with | time, out-of session contact such as health. Length of sessions may interact with frequency of
the provider. email, text, phone, letters). appomtments. Efficiencies with telehealth solution create

opportunities for novel session duration (e.g__ 10-minute
check-in)

2.3.5 | Distance to Service | Geographic separation or Distance, time zones, tume to appoint- This includes structural barriers, weather.
functional barriers between ment.
patients and providers.

236 | Likelihood to ac- Likelihood to use TMEH. Measurement should include the follow- | When possible this should include baseline comparisons
cess vs. traditional ing concepts: familiarity (past use), ac- against both available and unavailable treatment as usual
care ceptability (cultural and technical), asso- | (e.g., in-person) Most likely this 15 assessed through self-

ciations with stigma, willingness, and report questionnaires.
perceived benefit. Measurement should

not focus on satisfaction but rather broad

willingness to use.

2.3.8 | Cultural access Access to healthcare services | The degree to which an individual per- This should include cultural understanding of technology and
that align with cultural expec- | ceives the mode of delivery and related expectations of interpersonal communication. It should also
tations. processes to align with cultural beliefs consider how technology may better connect cultural expec-

and expectations. tations, e g providing access to same culture providers or
allowing for communication with a provider outside of one's
in-group.

241 | Economic evalua- In general, clear definitions do not exist for many of the cost

tion that incorpo-
rates standard eco-
nomic models

structures. This may be appropriate as costs are derived and
percerved differently. There are several costs factors that
were identified as important to measure objectively. Until
final definitions are set, each cost factor should be operation-
alized and reported. Consideration should also be given to
what 1s sunk or similar cost of care as usual (provider time).




Baseline assessments help to identify cost outcomes.

242 | Value proposition | Comparison of clinical and Standardized and reported taxonomy of There 1s no consensus vet on the best determinations for eco-
other health service outcomes | resources allocated and ouicomes meas- nomic evaluations in TMH.

| | by overall resources allocated. | ured.

243 | Travel direct Direct cost associated with All direct costs should be identified, op- Should be included within the broad category of costs. Pre-
provider and/or patient travel | erationalized, and reported for compari- cise definition may not be possible given differing perspec-
to care site son. tives but all components should be identified, operational-

ized, and reported.

244 | Travel indirect Indirect costs associated with All indirect costs should be 1dentified, Should be conceptualized as comparison to normal care e g,
provider and/or patient travel | operationalized, and reported for compar- | loss of work productivity is comparable given 1 hr away
to care site 1s0M. regardless of mode of delivery. Indirect costs are both mputs

to a cost model as well as potential positive outcomes of
telehealth (reduction). Evaluators should determine and re-
port up-front whether indirect costs are inputs to a cost model
or expected outcomes.

245 | Technology direct | Direct patient and provider All direct costs should be 1dentified, op- Need to determine upfront whether costs are as a whole or
costs associated with the tech- | erationalized, and reported for compari- divided between provider- and patient-associated. Inputs to
nology vtilized to deliver son. consider include: hardware and depreciation. software and
telehealth services. licensing, infrastructure, network, and maintenance costs.

246 | Technology indi- Indirect patient and provider Indirect costs include expenses incurred There is cross-over between direct and indirect technology

rect costs associated with the tech- | as a result of technology downtimes, costs. Direct costs should focus on tangible assets while indi-
nology vtilized to deliver specialized licenses, and admimstration. rect costs are often intangible resources allocated based on
telehealth services. the need for tangible assets.

247 | Public vs. private Paver Perspective. Whether a project, program, or system This is not an outcome measure but rather a perspective. Out-

utilizes public or private funding. comes measures should be evaluated based upon the financial
perspective under which a program operates.

248 | Costavoidance Current or future direct costs There are currently no industry standards | Consideration should be given to measuring items such as
avoided due to a specific in- for cost avoidance measures. hospitalizations, visits, and other costs. These should be op-
tervention of program. erationalized and reported as possible.

249 | Missed obligations | Indirect Cost: Missed obliga- | Should be measured as part of overall Where possible a baseline assessment should be conducted
tions indirect costs. against care as usual. As an outcome measure the assumption

15 that TAMH impacts indirect costs/burden, thus requiring a
COMpParison.

241 | Burden on social Societal resources associated Burden on social network should include direct burden to

0 network with either the provision of or support resources and broad burden to societal infrastructure.
inadequate access to TMH When conducting research a positive or negative directional
SErVICes. association should be identified a priori

241 | Personnel (admin- | Personnel costs associated

1 istrative, provider, | with the provision of TMH

provider extender, SErvices.

presenter)
241 | Supplies Direct cost of auxiliary sup-
2 plies required for TMH ser-




vices.

241 | Training Process by which an individu- | A TMH competency set is required. May be included as an indirect provider cost. Training is not
3 al attains the knowledge and truly an outcome unless the program is development of a
skills required to demonstrate training program
predetermined competencies.
241 | Facilities and Direct costs associated with Measurement includes cost of physical Should be included with technology direct costs.
4 maintenance the facilities and maimntenance | facilities, facilities mamtenance, and
necessary to support tele- systems such as HVAC. Should also
health technologies. include cost to maintain equipment in-
cluding servers and mndividual pa-
tient/provider technologies.
241 | Broad resource Resource utilization 1s the Resource utilization 1s driven by the Baseline comparisons need to be considered to differentiate
5 utilization total allotment of resources numbers of encounters. It encompasses resources from treatment as usval and TMH.
necessary to provide tele- personnel and infrastructure resources
health services. necessary to provide each health care
service.
Pa- Patient safety Safety of patients and others Times had to use safety procedures. Consider Targsoff, other measures of adverse events (or po-
tient during the course of treatment | Number of times needing to contact col- | tential ones e g. increased suicide indication, etc.); response
safe- (1.e. during sessions and af- lateral/ 911 calls/emergency services times of all events, etc. including emergency services.
ty ter). calls. Number of psychiatric hospitaliza-

tions related to clinic services. Number of
times unable to invoke safety plan (tried
but could not), hand off to higher level of
care from clinic due to safety issues.
Problems causing patient transfer to an-
other provider.
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TELEHEALTH

RESOURCE CENTERS

HIPAA & Telehealth

A Stepwise Guide to Compliance

Should | Be Concerned?

STEP Q DOES HIPAA APPLY TO ME AND MY TELEHEALTH PRACTICE?

HIPAA applies to you if you are a healthcare provider that transmits

1 personal health information (PHI) in electronic form. If you do, you
— ARE a covered entity (CE)
. IS THE INFORMATION | AM TRANSMITTING CONSIDERED PHI?
STEP Anything that can be used 1o identify an individual is potentially PHI.
There are 18 types of identifiers considered PHI. Examples related
2 to telehealth include names, phone numbers, birthdates, IP
addresses, email addresses, device identifiers, and photos/images.
STEP DO | HAVE BUSINESS ASSOCIATES? A business associate is
' ‘ anyone who creates, receives, maintains or transmits PHI on your
3 9 behalf; or has the ability to come in contact with PHI in your practice.
“ See PHI examples above.

OK, NOW I'M WORRIED! Keep Reading To Find Out What You Can Do!

Complying With HIPAA

HIPAA compliance is a combination of physical,

If you are sharing any type of PHI administrative and technical safeguards. Technology
with Business Associates, any alone cannot be HIPAA compliant or make you HIPAA
IS EUCER VAN ELCR R RGIE  compliant. Here are the things you and your Business
EEIIENDIVIE RGBTV CIEE I Associate(s) should do and document:

'S ot O o
R L L Ll RISK ASSESSMENT: Conduct a comprehensive review
of where you store or access PHI and how secure it is in
cach case. Take appropriate steps to secure it in a way
that fits for your organization. Establish and document
your security policies and procedures. Train your
employees regularly and consistently.

INFORMATION SYSTEMS ACTIVITY REVIEW: Conduct
and document periodic reviews of access logs or other
records for unauthorized activity. It might be bad news if
ou find some, but YOU want to be the first one to find it.
eport the breach and implement a fix immediately.
Confer with counsel about what to do next.

You might also want to consider ways to configure
your system so that PHI is not stored or shared.

Did You Tinow?

Your compliance is now dependent
on their practices

You can protect yourself by having
formal Business Assoclates

Agreements (BAAs) documenting
how they are protecting your PHI
and by performing reasonable due
diligence to verify their security
practices

ose PHI to any Business
nwilling to sign & BAA.

uestions to Ask a Potential Business Associate

5 Y

Question 1:

Which of the 18 identifiers of PHI
would your company be CAPABLE of
accessing?

Question 2:

May | view the results of your last
HIPAA compliance audit?

Question 3:
What administrative, physical and
technical safequards do you have in

place?
1}_’}

es Note to
hese measu\'
Com%%gr“g vendors! Solf...

Would you be willing to sign OUR
BAA?

Things to Keep In Mind WHEN [not IF] You Have a Breach...

WILLFUL NEGLECT VIOLATIONS
“But You Did Know**

What Is At Sta

$§0.000
maximum per
violation

UNKNOWING VIOLATIONS
"But | Didn't Know"

Corrected

in required

time period

STAY CALM $10.000+
First time
infringement
$100 corrected within 30
minimum per days may avoid
violation penalties

per violation

*Requires only knowledge of the actions
that constitute an offense. Specific
knowledge that a particular action violates
the HIPAA statute is not required.

Fines + Criminal + Civil Penalties

Financial Penalties

The Maximum Penalty is $1.5 Million Per Year Per Violation

Learn More About HIPAA

* HHS Office for Civil Rights

* Center for Connected Health Policy

* Electronic Code of Federal Regulations Sscibimor 71t ¢ 1 conletine gon N

* HIPAA.com oo : ould not be
* UMTRC HIPAA Clarifications e ) oo AdTores b KON el
* NIST HIPAA Security Rule Toolkit a law) 3

* American Medical Association and HIPAA



What about mobile apps?

RESOURCE CENTERS

Apps are subject to FDA regulatory oversight if they:

* Are extensions of a medical device for the purposes
of controlling the device or displaying, storing,
analyzing or transmitting patient specific megical
device data.

The Basics: mHealth
AND THE FDA §|

* Transforms mobile platform into a regulated device by using attachments,
display screens or sensors or by including functionalities similar to those of
current medical devices.

* Uses patient specific information to analyze, diagnose and/or treat a patient.

* Involved in active patient monitoring.

9) The FDA will exercise "enforcement discretion" on mobile medical apps that pose a
) N - low risk to patients. This means that the FDA retains the right to enforce requirements
*~  What is a regulated medical device? on these apps, but are not doing so at this time. The FDA is not the only federal

agency that may has applicable laws impacting mobile app development. Visit the

Healthcare products intended for Mobile Health Apps Interactive Tool for more information!

Medical diagnosis, cure mitigation, treatment, or
Device? prevention of a medical condition . . .
ftobae do aHact1he dhiichus o by Examples of Apps Subject to Enforcement Discretion
function of the body. Used for self-management.

Used to track medication usage or drug-drug interactions.

Used to perform calculations used in clinical practice.

Used as medical device data systems.

Class | Class Il

Low risk and Highest risk and
subject to less fo provide subject to highest
regulatory control regulatory control

H|

Are there exceptions? )

®

Certain persons are exempt from - Find ¢l ical Track and Revi Medical Textbooks and
I ! € . 4 M | Track and Review ical Textbooks an
needing to register medlcor)dewces ||| (4} ||| e é’jﬁﬁ;,y acka Medical Bills Education Materials
with the FDA, including licensed

practitioners who manufacture or
alter devices solely for use in their
own practice.

Some states may have more stringent requirements over medical devices!




Virtual
Healthcare

Quality, cost-effective care and education
delivered via smartphones, tablets, desktop
computers, kiosks, portals, remote monitoring
devices and other new and emerging
technologies.

Reasons For its

V.

Id
g Shoa
W now? "

2 acces®
do instefl Cotn inforS ment
erson2 e esils, 3P oiner

p\\ogm.‘ “de‘iaagrje your neath-
2

Care when and where you need it, offered through
your employer, health system, health plan,
primary care provider and others...

¢) 2. Better Patient Experience

v

Should I Use a Virtual
Care Provider?

Potential Challenges/Risks
Your virtual care provider may not know you, your medical
history or have access to your medical record. If there is
something important for your provider to know, it becomes your
responsibility to share it. However, you may not know what
isfisn't important for your virtual care provider to know.

You may experience connectivity and/or other technology
challenges. If the quality of the video/audio is insufficient, your
virtual care provider may miss some subtle cues. You and/or
your provider may choose to discontinue the visit if there are
video and/or audio quality issues.

Your virtual visit is often disconnected from your medical
record. Therefore, you are responsible for reporting your virtual
care visit to your primary care provider (PCP) to make sure
there is coordination of care.

Virtual Care may not be the best option for everyone. Here
are some things to consider when deciding whether Virtual
Care is the right fit for you.

Virtual care providers may not be able to order lab
tests to confirm your diagnosis/condition.

Virtual care providers may choose not to file
insurance claims through your insurance company,
so you will need to pay for the services up front and
submit the claim yourself.

In some states, virtual care providers may note be
able to prescribe medications. If theé do prescribe, it
is your responsibility to notify your PCP.

You may or may not get the same virtual care
provider each time you request a virtual visit.

If the alternative to virtual care is getting no care at
all, then by all means, get care virtually!

If you've decided that Virtual Care might be a good
option for you, here are some things to help you be
prepared for your first visit!

How Can | Be Propmd

Viroual Uibie?

Many insurance
companies and employer
sponsored health plans
will pay

Patients often choose to
pay out-of-pocket

In some situations,
Medicaid and Medicare
may pay

You will find that more and more payors are deciding
that it is worth their while to pay for virtual visits

because it lowers the cost of care! Don't be surprised

if your health plan or employer has a contract with a
virtual visit provider!

Deskﬁopllagtop
computer, tablet, or
smartphone

Internet connection
with at least 384
Kpbs down and up

©)

AWired Connection Is
Preferred to WiFi

Good quality camera
and microphone

To Improve Image Quality,
Reduce Lighting from Windows
and From Behind You

making sure you |

S S

por a Virtual Visie?

Be ready for your provider to tell/ask you:

What city and state are you located in? (you may
need this information if you will be submitting for
reimbursement)

What is your name and what are your
credentials (type of license, area of
specialty/subspecialty, state of license)

Will there be any kind of follow-up visit, and if so,
what is the process for that? How and how
often may | contact you if it is needed?

What should | do if there is an emergency?

Will you be communicating with my PCP? If not,
what would be most important for me to tell my
PCP about this visit?

Have Questions or Need
More Infjormation?

/.E

S

How to comply with privacy and confidentiality
laws, including computer security arrangements
and limitations

[ffhow personal healthcare information will be
used, stored and shared

If the encounter will be recorded, whether you
consent to being recorded, and if those
recordings would be available to you upon
request

To verify your name, contact information,
location and show a government issued photo ID

To provide the name and contact information for
someone in case of emergency

« * Telehealth

ce Centers

http://www.TelehealthResourceCenter.org/




TM Standard of Care

* Millions of people are able to see a doctor on their
smartphones or laptops for everyday ailments as
nation’s largest drugstore chains & major insurers
expand into virtual health care

* Patients increasingly demanding telemedicine option

* Need to acknowledge differences between TM & IP
care; make decisions based on patient needs conditions
& environments; train & educate all involved;
Integrate TM into everyday workflow — may require
some redesign; use common sense

ARIZONA A
TELEMEDICINE " soutHwes

< % PROGRAM #'s " RESOURCE: CEN TER.



THANK YOU!

For more information
swtrc@telemedicine.arizona.edu
https://southwesttrc.org/contact

ekrupin@emory.edu

Tank Youl |

SOUTHWEST

TRE

TELEH EALTH
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